Avoiding Viruses and Spyware - Guidelines
- Keep anti-virus software updated (most software is set to update automatically).
- Keep current on Windows Updates.  Many viruses will simply “slip in” through your internet connection due to security holes and flaws in Windows, even if you are running anti-virus software.  Such vulnerabilities in Windows are found almost every week.  To run Windows Update, open Internet Explorer, click on “Tools”, then “Windows Update.”
- If you have broadband (high-speed) internet such as Charter Pipeline or Verizon DSL, always have your computer(s) behind a router for its built-in firewall protection.  We recommend Linksys, Netgear, or D-Link brands.  If a software firewall is desired, we recommend ZoneAlarm (www.zonelabs.com).
- Use a good anti-spyware program such as Spyware Doctor (www.pctools.com/spyware-doctor/), Webroot SpySweeper (www.webroot.com), Sunbelt CounterSpy (www.sunbelt-software.com), Lavasoft Ad-Aware SE (www.lavasoft.com),  or Windows Defender (www.Microsoft.com) .  Be sure to run regular (daily or weekly) scans and keep definitions updated.
- Avoid peer-to-peer (also called P2P, or file-sharing) programs such as Kazaa, Limewire, Bearshare, Ares, iMesh etc.  Most if not all of these programs come loaded with spyware.
- Be careful with popups and banner ads.  Many popups and ads are misleading and will tell you your PC is infected with spyware, prompting you to download software.  Often these popups and ads are from the spyware makers – do not be fooled by them.  Some of the worst ones will say things such as “Optimize your PC – run a free scan now”.
- Be careful what you download.  Many free programs, even legitimate-sounding ones, come with spyware.  Be sure to do some research before downloading or installing an unfamiliar program.
- As for antivirus software, we recommend Norton Antivirus (www.symantec.com), or AVG Antivirus (free version available at www.free.grisoft.com).
- We recommend against using most “all-in-one” security suites, such as Norton Internet Security, and McAfee Internet Security.  They tend to slow down your PC significantly, and often are too strict, causing problems accessing the internet.
